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1. TPl TReT Ao & -5 U e B

What are the goals of a security plan?

(A) (@) T, Fafg], SR Suded
(a) Confidentiality, integrity, and availability

®) @) Wenfat, Fifadl, sik SREdd

(b) Technologies, policies, and awareness

(C) @) T, UgaH, 3R e 9 H¥l

(c) Secrecy, identity, and non-repudiation

(D) (5 AT, yamofieor 3R ugaH

(d) Encryption, authentication, and identification

Correct Option(s): A

2. Ufer Sl alg U ot &I B3 o dfsereh doofl UGN EIEERCRRR
s e p A R Rl oA T

Alice and Bob are using public key encryption to exchange a message. Which key should Alice use to encrypt a message to
Bob?

(A) (@) UferT &1 Wrgde goit

(a) Private key of Alice

(B) (9) 94 &1 Ufscta Gofl
{b) Public key of Bob

(©) @1y dfd B Urgde ol

(c) Private key of Bob

(D) (9) Ufery &1 ufseian gl
(d) Public key of Alice

Correct Option(s): A

3. 3T TS BIEE B ©R & & 17 310 e d WY $ B T 31 9 M 7 3 Y sms s

You are running out of space on your computer to store new files. Which of the following will you upgrade?

(A) (F) dad 2 B2
(a) Level 2 Cache

(B) (@) T, Iorex
(b) CPU Registers

(C) (M) 3R 31 TH
(c) ROM

(D) (%) Hliers e grgd

(d) Solid State Drive

Correct Option(s): A

R TR Ao O SR (3000, $1 SU &34 $ Wgfa Sl & | Fuffad 7 @ ik 9 o uuy.
éﬁuﬁ i I (3N.TH.TH) fd Pl B ocen|

Govt, of India recommends using Open Source Software (0SS). Which of the following is a feature of 0SS?

(A) (@) I (TR) DS IUAH §

(a) Source Code is available

(B) (@) FIsIe-1any (Taeid]edd) SIS Juas 8

(b) Executable Code is available



(©) (1) fafis U @ o9 ! faafva A fbar o1 bar g

(c) Cannot be legally distributed to others

() (%) 31 & fru ag e B o 3§ waware § g wgdin §

(d) Vendors are obligated to give maintenance Support

Correct Option(s): A

5. T3 MIgae Aedd g TR & Acdd| IR Y& B GHET Bl g Bl 62

Virtual Private Network solves the problem of security on what kind of networks?

(A) () Ug TRl T gt

(a) Leased lines

(B) () Uigde Hedd

(b) Private networks

(©) () | &3 & 4eash

(¢) Local Area networks

(D) (F) GrdSi+d "cdd

(d) Public networks

Correct Option(s): A

6. {1 1 e DN AT & ouR Fefafad 7 9 foy o @ feu ST &1 H#arel 761 82

Which of the following is NOT prohibited as per the IT policy of the department?

(A) (@) U7 ST & A (TA T TH) Bl e 9 sl

(a) Connect your office LAN to the internet

(B) (@) AU~ GgHg & Ty Yo Wrenfie! fifd oz gl &

(b) Discussing IT policy with colleagues

(C) () 3T TEHIERT & WY 30 Tds B! I Bl

(c) Sharing your passwords with colleagues

(D) () 30 Ud S $I aR-IR Faarl
(d) Changing your password frequently

Correct Option(s): A

7. SIS g T 82

What is a Trojan Horse?

(A) (@) U VI Wil §gd dofl § ufdoraye gl 8

(a) A program that executes very fast

(B) (@) TUTIT U &1 FUYRO [&601 341 U IR

(b) A virus disguised as a useful program

(C) (1) 39 UrHES Bl YRIE&d U ¥ f3UH & o @ uiam

(c) A program to hide your passwords safely

(D) (9) T8 STFgHe i &l FxA & o v vel-arRy

(d) An anti-virus to clean word documents

Correct Option(s): A

8. U B8 (3% H ) a1 3T 34f¥a S5 &1 fobUe & @1 ufthan &1 forg A 1 &1 i g2

What is the process of creating two or more regions on a hard disk?

(A) (@) urféfg
(a) Partitioning

—~



B) (@) T

(b) Booting

(C) CT) Br3aRAfT

(¢) Hibernating

(D) (9) HITRT

(d) Compressing

Correct Option(s): A

9. had 7 el (3e) B dier & o foby UH.a,udl. fdavur (eewie) &1 SudiT fdbar Sl 82

Which SQL statement is used to return only different values?

(A) (@) Wiae 3 ae

(a) SELECT DISTINCT

(B) () Wide fewie
(b) SELECT DIEFERENT

(©) (M) & Iiid

(¢) SELECT UNIQUE

(D) (Y) ®ige UIgH
(d) SELECT PRIME

Correct Option(s): A

10. VIR BT I&20 &1 82
What is the purpose of a router?

(A) (@) RAM T {TIRfT ey &l oS $Hdl &
(a) Loads Operating System into RAM

(B) (@) cad| & a1 321 DI BIRds Hdl o

(b) Forwards data between networks

(©) (1) TR 3R Seed &l Wiedl g

(c¢) Connects application and the database

(D) (%) Tgl Ry Iy et faepey

(d) All the options given here

Correct Option(s): A

: wﬁ?mimmﬂm(@aﬁ@mmﬁmmmmmﬁmmﬁﬁm
A 4 YRR Wildl 57
By which of the following names does a step by step procedure used to solve a problem is called?

(A) (@) {Tqfen Ren

(a) Operating system

(B) (@) Tailmfea

(b) Algorithm

(©) (1) Ui UiarH

(c) Application Program

(D) (%) IuYad WA IS g

(d) None of the above

Correct Option(s): A

12. 9 Sugex # FEfaf@d § 9 & W4 81 dl 98 “J 981 d Yhdll §:

A computer cannot “boot™ if it does not have which of the following:



(A) (®) DHTRER
(a) Compiler

(B) (@) 7Y

(b) Loader
(¢ (1) ATqRfen ey

(c) Operating system

(D) (9) TR

(d) Assembler

Correct Option(s): A

13, TIIRIG: U HUIER G U 30 $Ugex M & 61 W0 &1 309 SR &l § | 38 W o Fafafad 7 4 few
T Y ST ST 82

A computer virus normally attaches itself to another computer program. This program is known by which of the following
names?

(A) () TRIE TWRIH

(a) Target Programme

(B) (W) B UAH

(b) Host Programme

(C) (M) dHSR U™

(¢) Backdoor Programme

(D) (H) 2Ior B

(d) Trojan Horse

Correct Option(s): A

14, Praff@d 8 9 & 9T STemET (eif) 1 U8l AR 87

Which of the following is the correct expansion of ‘gif'?

(A) (F) TTthad e¥dsl Bigd
(a) Graphics Interchange File

(B) (@) Tithaq Zexs Bifc

(b) Graphics Interchange Format

(C) (M) WIth e 3 hIHH BIgd

(c) Graphics Information File

(D) (5) Ifthay 3B Bide

(d) Graphics Information Format

Correct Option(s): A

15. 22T R $uged & Fefafad 7 @ 5 udl (3R 3 ugar o 82

Computers on an internet are identified by which of the following addresses?

(A) (®) 3791 W

(a) E-mail address

(B) (8) Fe T3y
(b) Street address

(C) (M) S0 TS

(c) IP address

(D) (9) Iugad A Y gt
(d) All of the above

Correct Option(s): A



16. U W5, RIS W61 1R a3y o Pafafad o 4 foo fasedl & Tu g

Palm scan, Fingerprint scan and iris scan are forms of which of the following options?

(A) (@) T THfiE

(a) Strong authentication

(B) (W) T Wdex FHUHR0

(b) Two factor authentication

(C) () IS yATuiidhor

(c) Biometric authentication

(D) (%) Rt wrg- 3

(d) Single sign-on

Correct Option(s): A

17. Y@< Uil gfe &1 fd (@is) &1 H {7 ST § 1 U o1y, argfad &l wfafia a6

The speed of the Central Processing Unit (CPU) is measured in which represents a CPU Cycle.

(A) (@) TTaTSe (Sit &)

(a) Gigabyte (GB)

(B) (T) §H (Td 918)

(b) Hertz (HZ)

OIVREFAGED

(c) Terabyte (TB)

(D) (9) fbeiiarge (@ &

(d) Kilobyte (KB)

Correct Option(s): A

18. HER Aead & ay 7 1.4l o1 7 9 g2

What does TCP stand for with respect to computer networks?

(A) (@) TABRA Held Uielaid

(a) Transmission Control Protocol

(B) (@) TG el &
(b) Transfer Control Plan

(C) () TR el T

(¢) Transfer Control Process

(D) (8) A=A Sid Wieidla

(d) Transmission Call Protocol

Correct Option(s): A

19. FAfaRad o 9 & @ wrRdrd @ faRwd g

Which of the following is the feature of firewall?

(A) (@) TR B AHYM

(a) Threat Prevention

(B) (B) TElidH T R ugaH-1y1ia Fiam

(b) Application and Identity-Based Inspection

(C) (T BISTSrS qeTgs wure

(¢) Hybrid Cloud Support

(D) (%) Iudad g ot

(d) All of the above

Correct Option(s): A



20. maummmﬁmmwﬁaﬁm 3T e ddh TR R0 U S o foe SugnT H an o
T URERE

A ~ s software used by cyber criminals to gain control over a target computer or network.

(A) (@) SIS ZIor-d

(a) Downloader Trojans

(B) (W) SH3R o4

(b) Backdoor Trojans

(C) () Fefdbe g

(c) Rootkit Trojans

(D) () ST A Wi

(d) All of the above

Correct Option(s): A

21. 9 S1el araraoll H, aiet Fufafad @1 gae g-

In Big Data environments, Velocity refers -

(A) (&) STeT g ey T U fobam 1 Wbl §

(a) Data can arrive at fast speed

(B) (T) 5gd HH GHarafy § f3re STerey Uehd g8l 9l o

(b) Enormous datasets can accumulate within very short period of time

(C) (M) ST B AR, S1e1 & Uy by I H T aren 97 §

(c) Velocity of data translates into the amount of time it takes for the data to be processed

(D) (%) IWa IfcwriRad a+t

(d) All of the mentioned above

Correct Option(s): A

22. 39 AR B UgdH B ol ST (o) & T Ul & Sty ol FyiRd ddi g:

Identify the layer which determines the interface of the system with the user.

(A) (@) Fedd

(a) Network

(B) (@) SIeifcid
(b) Datalink

(C) @T) Uoie=H

(c) Presentation

(D) (9) Ul 2

(d) Application

Correct Option(s): A

zs.ﬁaﬁ%@aﬁﬁmwm—sfﬂwﬂn TY.9,Ue. STeay ¥ U ddy (Rel2) &1 ger (e & fog Iugh o
oIl il g2
Which one of the following commands is used for removing (or deleting) a relation from the SQL database?

(A) () [3eite
(a) Delete

(B) (@) 3M
(b) Drop

© (n Rya

(¢) Remove

(D) (8) Suad A Tt
(d) All of the above



Correct Option(s): A

24, FARE/AR ey e FafiaRad R e <l g

Client/Server database system focuses on

(A) () SICT &I HIIDIU (Validation) BT
(a) Validating data

(B) (@) TIfhdhal &1 Way Ud URIH0T AT

(b) Managing and presenting logic

(C) (1) T STCTaY Y T Y1 BT SFR-Y BT AR U HRAT

(c) Requesting and receiving information from a database server

(D) (%) STF 9+ Wel §

(d) All the above are true

Correct Option(s): A

25, RPN SRl @ RebTe 3 & e o vitenfiras) a1 S fpar Sirer ¢

What technology is used to record cryptocurrency transactions?
(A) (F) HRFT

(a) Mining

(B) (@) f3free dlde

(b) Digital Wallet

(C) () il
(c) Block Chain

(D) () €I

(d) Token

Correct Option(s): A

26. 519 U U1, &1 9re] fopan e § o g¢ Weby Fufiad gl 8:

When a PC is powered on, the boot sequence is as follows:

(A) (@) POST - BIOS - 0S
(a) POST - BIOS - OS

(B) (F) BIOS - POST - OS
(b) BIOS - POST - 0OS

(C) @) 08 - POST - BIOS
(¢) OS - POST - BIOS

(D) (9) OS - BIOS - POST
(d) OS - BIOS - POST

Correct Option(s): A

27. 3.1 3R 3000, &1 /&Y (182
What is the full-form of EPROM?

(A) (@) FaaEd TIHed 8 el Aad

(a) Electronically Programmable Read Only Memory

(B) (T) Iwoid HI-UHTs I il At

(b) Erasable Pre-processed Read Only Memory

(©) (1 FadeFad H-uews 38 il A

(¢) Electronically Pre-processed Read Only Memory

(D) (9) Seoiad UHEa 8 si-el And
(d) Erasable Programmable Read Only Memory



Correct Option(s): A

28, GITeaTR fadTg | 3fcuRd HeH Bl HH U g2

1, I B FAZANY AT AR G Bl G D ob Y W B AT ST
I rhmn@ﬁ BIST S i

11 W @1 ST adTr, [Safm aen Rl BT

IV, U &1 Braf-aa- S

V. YT &1 el bl 3R SRAI0 B!

What are the steps involved in Software Development?

I. Analyzing the problem at hand, and planning the program(s) to solve the problem.
II. Coding the program(s).

I1. Testing, debugging. and documenting the program(s).

IV. Implementing the program(s).

V. Evalunating and maintaining the program (s).

(A) (B) HaA I 1L 1L IV
(a) I, II, TII, TV only

(B) (@) &Hga I, 111, V
(b) 11, IIL V only

(C) (1) a1 R IV
(¢) I and IV only

(D) (8) Sugaa # 4 il

(d) All of the Above

Correct Option(s): A

20, FOffEd & | S1F 91 99 B2 31 TE UHR T8l 8°

Which of the following is not a type of Big Data?

(A) () TS ST

(a) Unstructured Data

(B) (@) AHa-Fftid s 81er

(b) Human-generated Random Data

(C) () IS [T

(¢) Structured Data

(D) (9) Y7fl- =S BTel

(d) Semi-Structured Data

Correct Option(s): A

30. AY &H @ AU Bt Hied worel 981 82

1L

11 fer

v, Ha+d

Which of the following is not a centralised system in the Department?
L. NCS

II. SPARSH

III. TULIP

IV. BHAWAN

(A) (@)1 3R m
(a) land TII

(B) (@) 13R 1
(b)Tand I

(©) @y I AR IV
(c) Il and IV

n




D) (H1 ARV
(d) 11 and IV

Correct Option(s): A
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PAPER IV — INFORMATION TECHNOLOGY ~ PRACTICAL

< TR T # stgfeT He:
Operating Skills in Word Processing Package : (25 siF/Marks)

o

Quest.

ﬁqmﬁ%sﬁiﬁmﬂﬁﬁﬁaﬁmaﬁrm* Fi-

Format the following work as per given directions-

FLATT 1

qraaE ¥ gora & gafid Rem-fAda

1.1 gfera Fa7o

T FT qre F o areaE wgea TeT &) qrEES, W & AwTSad F1 HIA a9 7,
1.2 329

= FRon-ASeT 1 3299 ASTgd TTHAE] & Gord & (o0 FHATTH LATT ITA FIATE

1.3 fasa

3 Forr-FyFer TN, BT, Ao, SEATit AT sy FHET 9% AT A g1 T fRer-
Fror Tl AT T S 2 S A T -AAY F SHTSH, TUTH(-FAT F STRIEA,
I T, S0 wETI aF gt JtHa a2l #)

1.4 Rean-fA3a

aft qTaEEt § #° ¥ F9 12 deFFgHE FyFed, qUT ST AEL ¥ 05, FH H FH 0F
AT (79T 0-9) T FH F FT UH T FIFIT (74T 1$%1&* ) B EECIRECIS et
a7 e ST =R

Chapter 1

Password Construction Guidelines

1.1 Overview

Passwords are a critical component of information security. Passwords serve to
protect user accounts; however, a poorly constructed password may result in the
compromise of individual systems, data, or the network.

1.2 Purpose

The purpose of these guidelines is to provide best practices for the creation of

strong passwords.

1.3 Scope



This guideline applies to employees, contractors, consultants, temporary and other

workers. This guideline applies to all passwords including but not limited to user-

level accounts, system-level accounts, web accounts, e-mail accounts.
1.4 Guidelines

All passwords should meet the guidelines of containing at least 12 alphanumeric

characters, both upper and lower case letters, at least one number (for example, 0-

9) and at least one special character (for example,!$%"&")

1)

6)

8)

9)

IR FE A aE | 215 A

Type the above text in Word.

Insert the header which says “DAD Information Security Policy”.
79 HEqT & |74 BT A SAE]

Add footer with page numbers.

2T iRt e ¥ ATE F 14 F w9 H #2 H)
First two lines containing Chapter number and name should be centre

aligned and in Bold. Set the Font size as 14.
9 T (FHieevz) ¥ ForT wive % ATIS 7 12 F w9 F H2 H)
Set the Font size as 12 for rest of the content.

qT5 Fr AT 1.1, 1.2, 1.3 9T 1.4 F Frarfra w6 fee 1 S 67 T aee
I g AT

Divide the content into Sections 1.1, 1.2, 1.3 and 1.4. Section number and
name should be in Bold.
ﬁ?ﬁm1.4%mﬁmwhﬁﬁmmﬂmgﬁ?w%mﬁ
aifera i g 2

Frame the content of Section 1.4 in such a way that each of the guideline
is indicated in the form of a bullet point.

sl EaTa 3 for 1.5 @Tges ST &1 T AL

Use 1.5 lines spacing for the whole document.

i o 3 A RIS STE F F ATt ¢ A TeAd wFe # 05 F oy



TATEHE FT “Justify” F FT | 92 FI|
Include a single line space between each section and set the alignment to

be “Justify” for the content in each of the sections.

10)  ayyey T A7 “ArEA_ e ot pdf AT & U I TE. F w5 F 849 w1
Save your work as a PDF with the name “IT_Security_Policy.pdf”.
Tz sffe e o sitafeT Frere:
Operating Skills in Spread Sheet Package : (25 #w/Marks)
T o % e B A T HTOT FT sAenne e g far ar fEert F sy fretetaa wr
FI FAE FLI
Quest. While reading the table given at the end of the question, format the following

work as per given directions.

TF TE THAF @I AT FIE F YA F AH G T F

Open a new workbook and save the file with name “Payroll”
TSR, WETF At Al H oeet T Toqe a7 9fAE FI

Enter the labels and values in the exact cell location as desired
Fer A6 T A:8 T FHATH FEAT FT TE o At e &7 =R Y
Use auto fill to put the Employee number into cell A:6 to A:8
Apply Borders, gridlines to the table

FafaTet ¥ forg et Fa § AT F¢; wfoer 7 A afdser 7 IO F F
forT E4 &e % 7 HIHAT FT I FE

Calculate the Gross Pay for employee; enter a formula in E4 Cell to

multiply Hourly Rate by Hourly Worked

TR T FT T AT L AT A A F 6% & THA A7 F 6% H [T FA F
forT F4 B H T ®TET F7 9AE FEL

Calculate the S.S Tax which is 6% of gross pay; enter a formula on cell F4



to multiply gross pay by 6%

(1) Wéﬁﬁw‘wmﬁm%%ﬂwﬁwmﬁﬁmﬁ?ﬁWiﬂmﬁ
§2T T AT FL

(g) Calculate the total hours worked by all five employees to subtract S.8 Tax
from Gross pay

(1) Frofi i FRATTCAT ZTRT v AT e AR A T A

(n) Calculate the total hours worked by all the five employees

(1) I A e ¥ A2 A

(i)  Setlayout to landscape

(F) FH FT FT 0T FL

()  Save your work

arcefi/Table
T 1 o i | E ke Sft
A B G D E F G
CraEct
PAYROLL
arrE 1/1/21
Date
FHah A, | FHaTd @ | wfaeerEe | R e wel | w39 vg.og FT | fAas
EMPL NO. | 78 HOURLY |®®H GROSS PAY | S.STAX |
EMPL RATE HOURS NET
NAME WORKED PAY
£00001 RELl 7.5 35 ? ? ?
E00001 Rajesh
£00002 HfHa 8 30 ? ? 2
E00002 Sumit
EEE] 6.5 25 ? ? ?
Chanchal
Y 9 40 ? ? ?
Madhu
Fie 10 39 ? 2 ?
Kriti




e per 7 St i e
Operating Skills in Presentation Package : (20 a=/Marks)

wﬁﬁqmﬁ%&ﬁ%mﬁﬁﬁmml e T @ pptx F =T 7 T

Quest. Create a presentation as per instructions given below. Save the file as Learn.pptx.
F) e ¥ o fredt oft e 1 7 FE

A) Select any template for the presentation.

wigs 1t

Slide 1:

@)m%ﬁvmﬁwmwaﬁl aﬁﬁ%ﬁ‘aﬁﬁwﬁﬁ%&vﬁé‘%ﬁmﬁﬁz#|

B) Select Title layout for the slide. Set the title as ‘How to Learn Faster’.
W)Wwﬁ,waﬁw—zozs%’wﬁﬁzaﬁn 7z e Hefl FeTgEl R S

J i(’ \l
C) In the master slide, set the footer as SAS — 2023. This footer must appear on all slides.

TEs 2
Slide 2 :
a)maﬂtﬁﬁzﬁwmﬁ?aﬁ'ﬁiﬁ| ofefer 281 o 3 w3 Az 1 e e
e % Freft off T ¥ e A AL
D) Insert Title and Content layout slide. Set the title as Tips. Type the following list. Add
bullets of any type.

. Az

Take Notes

« FTIETHIE
Read it loud

o TIYH T T
Test yourself

Teach to someone else

o EROT-9TTRR AT T WA L
Use memory techniques

o weteral F A= wTel T BE

Leave a gap between reviews



